
N-Partner solution

There will be huge loss if the staffs cannot access IT resources 

 or  the  password is decoded 
  Now, IT systems are widely used, and it is common to use Windows domain for authenti-

cation and authorization. However, there is a risk that anyone having the account and password 

can use the system freely. Brute-force attack is one of the most common ways to attack. Hackers 

run the brute-force program in the intranet, trying to log in. IT administrators tend to limit the 

numbers of login errors for password protection, and once going beyond the limit, the accounts 

will be locked for some time. That seems what has to be done; however, after brute-force 

attacks, lots of accounts will be locked, and the staffs cannot log in their own accounts. That can 

lead to negative effects for enterprise operation. To prevent the damage, IT departments must 

give up the old way and set up a new one for operation that can do intelligent analysis. As soon as 

a Brute-force attack happens, the IP and location of the attacker will be identified and warnings 

will be sent out to help IT departments separate the attacker in minimum time. 

Automatic learning and analysis technology develop intelligent network opera-

tions  
 N-Partner uses big data analysis for automatic learning based on Windows AD log. If 

there is abnormal amount of log-in failure, IT departments will receive real-time alerts, including 

source IP address and the accounts used to log in. Besides, through the analysis technology, 

another type of alerts will be sent out when someone log in successfully after several failures; 

that will be seen as the password is decoded by brute-force method. Especially when the 

cracked account has high authority, IT departments must get real-time warnings so that they 

can set new passwords to prevent enterprises from suffering enormous loss. 

N - P a r t n e r ’s  i n t e l l i g e n t  b r u t e - f o r c e  attack analysis helps IT administrators c a t c h  

m a l i c i o u s  s o u r c e s  i n  r e a l  t i m e  without any manual configuration.

To protect password from   
brute-force attacks is the most   
important thing to ensure network safety



A  s u c c e s s f u l  l o g i n  a f t e r  s e v e r a l  f a i l u r e s  s h o u l d  b e  n o t e d

Correlate AD and SNMP with the analysis result to get the user name and location 

info  
 N-Partner’s core technology can integrate SNMP, the surveillance system, Flow, the flow 

analysis system, and Syslog, the log store and searching or SIEM, for the IT departments to keep 

tabs on the network usage. Also, with the user name provided by Windows AD log, N-Partner’s 

core technology can correlate it with other logs and SNMP MIB data. Through N-Reporter/N-Cloud 

system which produce by N-Partner, IT departments will know which IP address (correlate to 

user name) has abnormal network traffic or is attacking the enterprises. SNMP is used to find out 

the IP address’s location, that is, the switch and interface it belongs in. 

U s e  F l o w / S y s l o g / S N M P  c o r r e l a t i o n  t o  f i n d  t h e  I P  a d d r e s s  a n d  l o c a t i o n  w i t h  

b e h a v i o r  a n o m a l y  



N-Partner introduction

 N-Partner Technology Ltd. Co., founded in 2011, specializes in Big Data and AI and 

Abnormal Analysis. The headquarters is set in Taichung, Taiwan. All of our core members 

have over 15 years of experience in Network Operations and software development. We 

have professional experts in various fields, including internet, information security, oper-

ation system, Kernel, hardware and virtual machine, C language, PHP/Java, database, big 

data processing and Cloud computing architecture, artistic designing, etc. N-Reporter and 

N-Cloud, developed by N-Partner, are the only IT operating systems that can integrate 

SNMP, Flow, and Syslog, and that make IT administrators debug more easily. We use the 

leading technology including Any-to-Any analysis, which establishes Dynamic Benchmarks 

based on each event log and history to detect abnormal activities and to send out real-time 

alerts. What is more, Cloud computing architecture is used in N-Cloud for high processing 

efficiency, high expandability and the ability for lots of people to use simultaneously; it is the 

first SaaS Service with both NOC and SOC, and it has been used by many educational 

networks, multinational corporation, and telecommunications for operation. By 2015, 

N-Partner has expanded the business scale to China and gradually to Southeast Asia. 

N-Partner contact information
Address: Rm. B1, 14F., No.497, Zhongming S. Rd., West Dist., Taichung City 403, Taiwan (R.O.C.)

Website address: www.npartnertech.com

Telephone number: 886-4-2375-2865

E-mail address: sales@npartnertech.com

Support service: support@npartnertech.com


